Cross-Case Analysis of Data Security Measures Before and After the 1996 HIPAA Enactment by Phillips, Jacqueline H.
Cross-Case Analysis of Data 
Security Measures Before and 





 Increasing use of electronic data
 Improvement in outcomes 
 Public health surveillance
 Research
 Increase in device types used
 Increase in sharing data
 Increase in breaches
Assumptions
 Use of electronic health data will increase
 More entities that handle data, greater 
chance of breach. (Matthews 2007)
 Security has become more complex, due 
to increased number of different formats 
and media
 Global data sharing necessitates 
interoperability with standardization of 
messaging, format, transmission, access, 
and storage, as well as legislation
Method
 Selection of articles 
 Atlas.ti Word Cruncher word selection
 Selection of word/codes by frequency
 Selection of quotations
 Inter-rater reliability (99.6%)
 Calculation of frequency per document and 
in multiple documents
 Calculation of frequencies in total 
documents and in pre and post-HIPAA 
documents
 Comparison of related categories in all 




–Related to national legislation or 
standards addressing healthcare 
data security
Standard-making bodies
Specific data security measures
In English


























Document count shows the number 
of times the word/code is in each 
document, not how many single 
documents it is in. The word/code 
Access was in 24 separate documents 
and the word/code Act was in 23 
separate documents. (See Frequency  







































































Second column reflects 
the sum of document 
occurrences of all forms 
of the word, so he total 
is more than the final 37 
documents
35 Words Total
21 Words - Final
Frequency in All Documents (37)
Standard       31 83.78%
Secure 26 70.27%
Access 24 64.86%
Disclose        23 62.16%
Private  23 62.16%
Act   23 62.16%
Law  22 59.46%
Authorize     21 56.76%
Policy  19 51.35%
Risk 18 48.65%
Store  16 43.24%
Procedure     16 43.24%
Communicate   15 40.54%
Threat  15 40.54%




HIPAA  10 27.03%
Penalty       9 24.32%
Consent      9 24.32%
Not Used
Interoperable            
Integrity                    
Attack                       
Firewall                    
Authenticate             
Trail                        
Signature                 
Consortia                 
Password                 
Biometric                 
Alert                         
Other Laws <4
Encrypt                     
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Frequency in Single and Multiple 
Documents
Date Std Sec. Disc Prvt Law Act Auth. Acc. Pol. Str Risk Proc. Com. Conf. Thrt Enf. HIP. Aud Pen. Cons
1890 0 0 1 1 1 0 1 0 0 0 0 0 1 1 0 0 0 0 0 0
1901 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1918 1 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1966 1 0 1 1 0 1 1 1 0 1 0 0 0 0 1 1 0 0 0 0
1971 1 1 0 0 0 0 0 1 0 1 0 0 1 1 0 0 0 0 0 0
1974 0 1 1 1 1 1 0 1 1 1 1 0 0 0 0 0 0 0 0 0
1987 1 1 1 1 1 1 1 1 1 1 1 1 0 0 1 0 0 0 0 1
1994 3 1 2 2 2 2 1 2 2 1 1 2 1 1 0 1 1 2 0 1
Tot. 8 4 6 7 5 5 4 6 4 5 3 3 3 3 2 2 1 2 0 2
% 72.73 36.36 54.55 63.64 45.45 45.45 36.36 54.55 36.36 45.45 27.27 27.27 27.27 27.27 18.18 18.18 9.09 18.18 0.00 18.18
1996 2 2 1 1 1 1 1 1 1 0 2 1 1 1 2 1 0 1 1 0
1997 1 0 0 0 1 0 0 1 0 0 0 0 1 0 0 0 1 0 0 0
1999 1 1 1 1 1 1 1 1 1 0 1 1 0 1 1 1 0 1 0 1
2000 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1
2001 2 2 2 1 1 2 2 2 1 1 2 0 2 0 2 1 1 1 1 1
2002 2 4 2 1 4 4 2 2 3 0 2 3 1 1 1 2 0 1 1 1
2003 3 3 2 2 2 3 2 2 2 2 3 2 2 2 2 2 2 2 1 1
2004 2 2 1 1 1 0 1 1 0 1 1 0 0 0 1 0 1 0 0 0
2005 3 2 2 3 2 2 2 2 2 2 2 2 2 3 1 2 2 2 1 1
2006 2 2 2 1 2 1 2 2 2 2 2 2 2 2 2 1 0 2 1 0
2007 4 2 2 3 0 2 3 3 2 2 0 1 0 0 0 0 0 0 1 0
2008 0 1 1 1 1 1 0 0 0 1 0 0 0 0 0 0 1 0 1 1
Tot. 23 22 17 16 17 18 17 18 15 11 16 13 12 11 13 11 9 11 9 7
% 88.46 84.62 65.38 61.54 65.38 69.23 65.38 69.23 57.69 42.31 61.54 50.00 46.15 42.31 50.00 42.31 34.62 42.31 34.62 26.92


























Pre-HIPAA                   Post-HIPAA
Word/Code Pre-Rank Docs (11) %
Standard   1 8 72.73%
Private 2 7 63.64%
Disclose 3 6 54.55%
Access 3 6 54.55%
Law 4 5 45.45%
Act 4 5 45.45%
Store 4 5 45.45%
Secure 5 4 36.36%
Authorize 5 4 36.36%
Policy 5 4 36.36%
Risk 6 3 27.27%
Procedure 6 3 27.27%
Communicate 6 3 27.27%
Threat 7 2 18.18%
Enforce 7 2 18.18%
Audit   7 2 18.18%
Consent 7 2 18.18%
Confidential 8 1 27.27%
HIPAA 9 1 9.09%
Breach        9 1 9.09%
Penalty 10 0 0.00%
Word/Code Post-Rank Docs  (26) %
Standard   1 23 88.46%
Secure 2 22 84.62%
Act 3 18 69.23%
Access 3 17 69.23%
Disclose 4 17 65.38%
Law 4 17 65.38%
Authorize 4 17 65.38%
Risk 5 16 61.54%
Private 5 16 61.54%
Policy 6 15 57.69%
Procedure 7 13 50.00%
Threat 7 13 50.00%
Communicate 8 12 46.15%
Store 9 11 42.31%
Enforce 9 11 42.31%
Audit  9 11 42.31%
Breach        9 11 42.31%
Confidential 9 11 42.31%
Penalty 10 9 34.62%
HIPAA 10 9 34.62%
Consent 11 7 26.92%
Word/Code Pre Post Chg
Secure 36.36 84.62 48.26
Penalty 0 34.62 34.62
Risk 27.27 61.54 34.27
Breach   9.09 42.31 33.22
Threat 18.18 50 31.82
Authorize 36.36 65.38 29.02
HIPAA 9.09 34.62 25.53
Enforce 18.18 42.31 24.13
Audit   18.18 42.31 24.13
Act 45.45 69.23 23.78
Procedure 27.27 50 22.73
Policy 36.36 57.69 21.33
Law 45.45 65.38 19.93
Communicate 27.27 46.15 18.88
Standard   72.73 88.46 15.73
Confidential 27.27 42.31 15.04
Access 54.55 69.23 14.68
Disclose 54.55 65.38 10.83
Consent 18.18 26.92 8.74
Private 63.64 61.54 -2.1






































 Law- standard, law, Act, HIPAA
 Access-access, consent, authorize, 
disclose
 Breach-risk, threat, audit, breach
 Enforcement – penalty, enforce
 Security- confidential, private, secure, 
store


















































































Related Category Comparison- 





















Pre-HIPAA Post-HIPAA Change 
Expected Outcomes
 Amount of separate concepts in both 
legislation and standards have 
increased since HIPAA enactment 
 Security measures have gone from 
broad to specific
 Later legislation is focused on setting 
standards
 Less redundancy in terminology as 
time progresses
 Global standardization is already in 
progress
Conclusions
 HIPAA enactment increased 
the number of standards and 
legislation relating to 
healthcare data security (11-
26 documents)
 “Standard” was found  in the 
most documents overall, 
whether referring to another 
document or as the title of 
legislation. (88.46%)
 In all documents, categories 
“legislation” and “security” 
had highest percentages.
 When word/codes are divided 
into subgroups, frequencies 
changed.
 Pre and post-HIPAA related 
category comparisons show 
“legislation” the highest in 
both categories, but security 
drops from second to last.
 When looking at percentage 
of change, pre and post-
HIPAA, categories “breach” 
and “enforcement” had 
highest percentages of 
increase
 Emphasis on standardization 
of format, architecture, 
messaging and security 




 Legislation relating to data 
security is still being written 
and enacted, even though the 
focus may have changed.
Limitations
Difference in general and specific 
word/codes
Not all documents in the time frames 
were included
Variety of entities affected by a 
standard or legislation
Related category legislation more apt 
to be found because they are titles of 
documents often referenced
Removal of security measures from 
global to more specific IT  legislation
Future Studies
Analysis of future legislation, post-
HIPAA, relating to healthcare data 
security
– In standards or IT specific 
Analysis of breaches related to 
increased interoperability
Analysis of penalty enforcement 
related to breaches.
